
SPRINGVILLE CO·OPERATIVE TELEPHONE ASSOC" INC.
P. O. BOX 9 • SPRINGVILLE, IOWA 52336 • PHONE 319-854-6107

February 1, 2010

BY ELECTRONIC FILING

Marlene H. Dortch, Secretary
Federal Communications Commission
Office of the Secretary
445 12th Street, SW
Washington, DC 20554

RE: Certification of CPNI Filing (December 31, 2009)
EB-Docket No. 06-36

Dear Ms. Dortch:

In accordance with the Public Notice, DA 06-223, issued by the Enforcement Bureau on
January 30, 2006, Springville Cooperative Telephone Association, Inc. hereby files its most
recent certification regarding its compliance with the rules of the Federal Communications
Commission set forth in 47 C.F.R. Part 64, Subpart U.

If you have any questions, please feel free to contact me at 319-854-6107.

Sincerely,

~
./-

." MI'\t<l I~

James Teig
Compliance Officer

cc: Best Copy and Printing, Inc. - via FCC@BCPIWEB.COM



SPRINGVILLE CO·OPERATIVE TELEPHONE ASSOC., INC.
P. O. BOX 9 • SPRINGVILLE, IOWA 52336 • PHONE 319-854-6107

Annual 47 C.F.R. § 64.2009(e) CPNI Certification
EB Docket 06-36

Annual 64.2009(e) CPNI Certification for 2009

February 1, 2010

Name of Company covered by this certification: Springville Cooperative Telephone
Association, Inc.

Form 499 Filer 10: 803637

Name of signatory: James Teig

Title of signatory: Compliance Officer

I, James Teig, certify that I am an officer of the company named above, and acting as an
agent of the company, that I have personal knowledge that the company has established
operating procedures that are adequate to ensure compliance with the Commission's CPNI
rules. See 47 C.F.R. § 64.2001 et seq_

Attached to this certification, as Exhibit 1, is an accompanying statement explaining how the
company's procedures ensure that the company is in compliance with the requirements set
forth in section 64.2001 et seq. of the Commission's rules.

The company has not taken any actions (proceedings instituted or petitions filed by a
company at either state commissions, the court system, or at the Commission against data
brokers) against data brokers in the past year. Companies must report on any information
that they have with respect to the processes pretexters are using to attempt to access
CPNI, and what steps companies are taking to protect CPNI.

The company has not received any customer complaints in the past year conceming the
unauthorized release of CPNI (number of customer complaints a company has received
related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken down
by category or complaint, e.g., instances of improper access by employees, instances of
improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online information by individuals not authorized to View the information).

ames Teig
Compliance Office



Springville Cooperative Telephone Association, Inc.
207 Broadway

P.O. Box 9
Springville, Iowa 52336

Exhibit 1

Accompanying Statement

Springville Cooperative Telephone Association, Inc. ("Company") maintains the following operating procedures to
ensure compliance with the rules set forth in 47 C.F.R. Part 64, Subpart U:

Section 64.2005 Use of customer proprietary network information without customer approval.

(a) Any telecommunications carrier may use, disclose, or permit access to CPNI for the purpose of
providing or marketing service offerings among the categories of service (i.e., local, interexchange, and CMRS) to
Which the customer already subscribes from the same carrier, without customer approval.

(I) If a telecommunications carrier provides different categories of service, and a customer subscribes to
more than oue category ofservice offered by the carrier, the carrier is permitted to share CPNI among the carrier's
affiliated entities that provide a service offering to the customer.

(2) If a telecommunications carrier provides different categories of service, but a customer does uot
subscribe to more than one offering by the carrier, the carrier is not permitted to share CPNI with its affiliates,
except as provided in §64.2007(b).

(b) A telecommunications carrier may not use, disclose, or permit access to CPNI to market to a customer
service offerings that are within a category ofservice to which the subscriber does not already subscribe from that
carrier, unless that carrier has customer approval to do so, except as described in paragraph(c) of this section.

(I) A wireless provider may use, disclose, or permit access to CPNI derived from its provision ofCMRS,
without customer approval, for the provision ofCPE and information service(s). A wireline carrier may use,
disclose or permit access to CPNI derived from its provision of local exchange service or interexchange service,
without customer approval, for the provisiou ofCPE and call answering, voice mail or messaging, voice storage and
retrieval services, fax store and forward, and protocol conversion.

(2) A telecommunications carrier may not use, disclose, or permit access to CPNI to identify or track
customers that call competing service providers. For example, a local exchange carrier may not use local service
CPNI to track all customers that call local service competitors.

(c) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer approval,
as described in this paragraph (c).

(I) A telecommunications carrier may use, disclose, or permit access to CPNI, without customer approval,
in its provision of inside wiring installation, mainteuance, and repair services.

(2) CMRS providers may use, disclose, or permit access to CPNI for the purpose ofconducting research
on the health effects ofCMRS.



(3) LECs, CMRS providers, and interconnected VoIP providers may use CPNI, without customer
approval, to market services formerly known as adjunct-to-basic services, such as, but not limited to, speed dialing,
computer-provided directory assistance, call monitoring, call tracing, call blocking, call return, repeat dialing, call
tracking, call waiting, caller J.D., call forwarding, and certain Centrex features.

(d) A telecommunications carrier may use, disclose, or permit access to CPNI to protect the rights or
property ofthe carrier, or to protect users ofthose services and other carriers from fraudulent, abusive, or unlawful
use of, or subscription to, such services.

The Company has adopted specifre CPNIpolkies to ensure that, in the absence 0/customer approval, CPNI is
only used by the Company to provide or market service offerings among the categories o/servke (ie., local,
interexchange, and CMRS) to whkh the customer already subscribes. The Company's CPNIpoliciesprohibit
the sharing o/CPNI with affiliated companies, except as permitted under Rule 64.2005(a)(l) or with customer
approval pursuant to Rule 64.2007(b). The only exceptlons to thesepolicies are as permitted under 47 U.S.c. §
222(d) and Rule 64.2005.

Section 64.2007 Approval required for use ofcustomer proprietary network information.

(a) A telecommunications carrier may obtain approval through written, oral or electronic methods.

(1) A telecommunications carrier relying on oral approval shall bear the burden ofdemonstrating that such
approval has been given in compliance with the Commission's rules in this part.

(2) Approval or disapproval to use, disclose, or permit access to a customer's CPNI obtained by a
telecommunications carrier must remain in effect until the customer revokes or limits such approval or disapproval.

(3) A telecommunications carrier must maintain records ofapproval, whether oral, written or electronic,
for at least one year.

In all circumstances where customer approval is required to use, disclose orpermit access to CPNI, the
Company's CPNIpolicies require that the Company obtain customer approval through written, oral or electronk
methods in compliance with Rule 64.2007. A customer's approval or disapproval remains in effect until the
customer revokes or limits the approval or disapprovaL The Company maintains records 0/customer approval
(whether written, oral or electronic) for a minimum 0/oneyear.

(b) Use olOpt-Out and Opt-In Approval Processes. A telecommunications carrier may, subject to opt-out
approval or opt-in approval, use its customer's individually identifiable CPNI for the purpose ofmarketing
communications-related services to that customer. A telecommunications carrier may, subject to opt-out approval or
opt-in approval, disclose its customer's individually identifiable CPNI, for the purpose ofmarketing
communications-related services to that customer, to its agents and its affiliates that provide communications-related
services. A telecommunications carrier may also permit such person or entities to obtain access to such CPNI for
such purposes. Except for use and disclosure ofCPNI that is permitted without customer approval under section §
64.2005, or that is described in this paragraph, or as otherwise provided in section 222 ofthe Communications Act
of 1934, as amended, a telecommunications carrier may only use, disclose, or permit access to its customer's
individually identifiable CPNI subject to opt-in approval.

Except as otherwisepermitted under Rule 64.2005, the Company's CPNIpolkies require that the Company
obtain a customer's "opt out" or "opt in" approvalpursuant to Rule 64.2007(b) be/ore the Company may use
CPNI to market communicatlons-relatedservkes or disclose CPNI to its agents or affiliates thatprovide
communications-relatedservkesfor marketingpurposes. The Company does not use CPNI/or any other
purposes, and does not disclose or grant access to CPNIto any otherparty, except as permitted under 47 U.S.c. §
222(d) and Rule 64.2005.



Section 64.2008 Notice required for use ofcustomer proprietary network information.

(a) Notification, Generally. (I) Prior to any solicitation for customer approva~ a telecommunications
carrier must provide notification to the customer ofthe customer's right to restrict use of, disclose of, and access to
that customer's CPNI.

(2) A telecommunications carrier must maintain records ofuotification, whether oral, written or electronic,
for at least one year.

(b) Individual notice to customers must be provided when soliciting approval to use, disclose, or permit
access to customers' CPNI.

(c) Content ojNotice. Customer notification must provide sufficient information to enable the customer to
make an informed decision as to whether to permit a carrier to use, disclose, or permit access to, the customer's
CPNI.

(1) The notification must state that the customer has a right, and the carrier has a duty, under federal law,
to protect the confidentiality ofCPNI.

(2) The notification must specify the types of information that constitute CPNI and the specific entities that
will receive the CPNI, describe the purposes for which CPNI will be used, and inform the customer ofhis or her
right to disapprove those uses, and deny or withdraw access to CPNI at any time.

(3) The notification must advise the customer ofthe precise steps the customer must take in order to grant
or deny access to CPNI, and must clearly state that a denial of approval will not affect the provision of any services
to which the customer subscribes. However, carriers may provide a brief statement, in a clear and neutral language,
describing consequences directly resulting from the lack ofaccess to CPNI.

(4) The notification must be comprehensible and must not be misleading.

(5) Ifwritten notification is provided, the notice must be clearly legible, use sufficiently large type, and be
placed in an area so as to be readily apparent to a customer.

(6) If any portion ofa notification is translated into another language, then all portions ofthe notification
must be translated into that language.

(7) A carrier may state in the notification that the customer's approval to use CPNI may enhance the
carrier's ability to offer products and services tailored to the customer's needs. A carrier also may state in the
notification that it may be compelled to disclose CPNI to any person upon affirmative written request by the
customer.

(8) A carrier may not include in the notification any statement attempting to encourage a customer to
freeze third-party access to CPNI.

(9) The notification must state that any approval, or denial ofapproval for the use ofCPNI outside ofthe
service to which the customer already subscribes from that carrier is valid until the customer affirmatively revokes or
limits such approval or denial.

(10) A telecommunications carrier's solicitation for approval must be proximate to the notification ofa
customer's CPNI rights.

The Company's CPNIpolicies require that customers be notified ojtheir rights, and the Company's obligations,
with respect to CPNIprior to any solicitation jor customer approvaL All required customer notices (whether



written, oral or electronic) comply with the requirements ofRule 64.2008. The Company maintains records of
all reqUired customer notices (whether written, oral or electronic) for a minimum ofoneyear.

(d) Notice Requirements Specific to Opt-Out. A telecommunications carrier must provide notification to
obtain opt-out approval through electronic or written methods, but not by oral communication (except as provided in
paragraph (f) ofthis section). The contents ofany such notification must comply with the requirements ofparagraph
(c) ofthis section.

(I) Carriers must wait a 30-day minimum period oftime after giving customers notice and an opportonity
to opt-out before assuming customer approval to use, disclose, or permit access to CPNI. A carrier may, in its
discretion, provide for a longer period. Carriers must notilY customers as to the applicable waiting period for a
response before approval is assumed.

(i) In the case ofan electronic form ofnotification, the waiting period shall begin to run from the date on
wWch the notification was sent; and

(ii) In the case ofnotification by maiL the waiting period shall begin to run on the third day following the
date that the notification was mailed.

(2) Carriers using the opt-out mechanism must provide uotices to their customers every two years.

(3) Telecommunications carriers that use e-mail to provide opt-out notices must comply with the following
requirements in addition to the requirements generally applicable to notification:

(i) Carriers must obtain express, verifiable, prior approval from consumers to send notices via e-mail
regarding their service in general, or CPNI in particular;

(ii) Carriers must allow customers to reply directly to e-mails containing CPNI notices in order to opt-out;

(iii) Opt-out e-mail notices that are retomed to the carrier as undeliverable must be sent to the customer in
another form before carriers may consider the customer to have received notice;

(iv) Carriers that use e-mail to send CPNI notices must ensure that the subject line ofthe message clearly
and accurately identifies the subject matter ofthe e-mail; and

(v) Telecommunications carriers must make available to every customer a method to opt-out that is ofno
additional cost to the customer and that is available 24 hours a day, seven days a week. Carriers may satisi)' tWs
requirement through a combination ofmethods, so long as all customers have the ability to opt-out at no cost and are
able to effectuate that choice whenever they choose.

In instances where the Company is required to obtain customer approvalfor the use or disclosure ofCPNI, the
Company obtains "opt out" approval in accordance with the disclosures, methods and requirements contained in
Rule 2008(c) and Rule 2008(d). The Company's CPNIpolicies require that the Company prOVide "opt out"
notices to its customers every two years. All customers have the ability to opt out at no cost and using methods
that are available whenever the customer chooses.

(e) Notice Requirements Specific to Opt-In. A telecommunications carrier may provide notification to
obtain opt-in approval through oral, written, or electronic methods. The contents ofany such notification must
comply with the requirements ofparagraph (c) ofthis section.

The Company does not currently solicit "opt in" customer approvalfor the use or disclosure ofCPNL The
Company does not use, disclose or grant access to CPNIfor any purpose, to any party or in any manner that
wouldrequire a customer's "opt in" approval under the Commission's CPNIRules.



(t) Notice Requirements Specific to One-Time Use oICPN!. (I) Carriers may use oral notice to obtain
limited, one-time use ofCPNI for inbound and outbound customer telephone contacts for the duration ofthe call,
regardless ofwhether carriers use opt-out or opt-in approval based on the nature ofthe contact.

(2) The contents ofany such notification must comply with the requirements of paragraph (c) ofthis
section, except that telecommunications carriers may omit any of the following notice provisions if not relevant to
the limited use for which the carrier seeks CPNI:

(i) Carriers need not advise customers that if they have opted-out previously, no action is needed to
maintain the opt-out election;

(ii) Carriers need not advise customers that they may share CPNI with their affiliates or third parties and
need not name those entities, if the limited CPNI usage will not resuit in use by, or disclosure to, an affiliate or third
party;

(iii) Carriers need not disclose the means by which a customer can deny or withdraw future access to
CPNI, so long as carriers explain to customers that the scope ofthe approval the carrier seeks is limited to one-time
use; and

(iv) Carriers may omit disclosure ofthe precise steps a customer must take in order to grant or deny access
to CPNI, as long as the carrier clearly communicates that the customer can deny access to his CPNI for the call.

In instances where the Campany seeks one-time customer approvalfor the use or disclosure ofCPNI, the
Company obtains such approval in accordance with the disclosures, methods and requirements contained in
Rule 2008(j).

Section 64.2009 Safeguards required for use of customer proprietary network information.

(a) Telecommunications carriers must implement a system by which the stalus ofa customer's CPNI
approval can be clearly established prior to the use ofCPNI.

The Company's billing system allows authorized company personnel to easily determine the status ofa
customer's CPNI approval on the customer account screen prior to the use or disclosure ofCPNI.

(b) Telecommunications carriers must train their persounel as to when they are and are not authorized to
use CPNI, and carriers must have an express disciplinary process in place.

The Company has established CPNI complioncepolicies that include employee training on restrictions on the
use and disclosure ofCPNI and required safeguards to protect against unauthorized use or disclosure ofCPNI.
Employees have signed that they understand the CPNIpolicies and a violation ofthose policies will result in
disciplinary action.

(c) All carriers shall maintain a record, electronically or in some other manner, oftheir own and their
affiliates' sales and marketing campaigns that use their customers' CPNI. All carriers shall maintain a record ofall
instances where CPNI was disclosed or provided to third parties, or where third parties were allowed access to
CPNI. The record must include a description ofeach campaign, the specific CPNI that was used in the campaign,
and what products and services were offered as a part ofthe campaign. Carriers shall retain the record for a
minimum ofone year.

The Company's CPNIpolicies require that aU sales and marketing campaigns including those utUizlng CPNI be
recorded and kept on file for at least oneyear. Records are also maintainedfor disclosure or access to CPNI by
thirdparties. The records include the required information listed in Rule 64.2009(c).



(d) Telecommunications carriers must establish a supervisory review process regarding carrier compliance
with the rules in this subpart for out-bound marketing situations and maintain records ofcarrier compliance for a
minimum period ofone year. Specifically, sales personnel must obtain supervisory approval ofany proposed out­
bound marketing request for customer approval.

The Company's CPNIpolicies require employees to obtain approvalfrom the Company's CPNI Compliance
Officerfor all marketing campaigns, including those utilizing CPNI, prior to initiating that campaign. Record of
the marketing campaigns, along with the appropriate supervisory approval is maintainedfor at least oneyear.

(e) A telecommunications carrier must have an officer, as an agent ofthe carrier, sign and file with the
Commission a compliance certificate on an annual basis. The officer must state in the certification that he or she has
personal knowledge that the company has established operating procedures that are adequate to ensure compliance
with the rules in this subpart. The carrier must provide a statement accompanying the certificate explaining how its
operating procedures ensure that it is or is not in compliance with the rules in this subpart. In addition, the carrier
must include an explanation ofany actions taken against data brokers and a smmnary ofall customer complaints
received in the past year concerning the unauthorized release ofCPN!. This filing must be made annually with the
Enforcement Bureau on or before March I in EB Docket No. 06-36, for data pertaining to the previous calendar
year.

The required officer certification, actions taken against data brokers and summary ofcustomer complaint
documents are included with this accompanying statement. The Company willfile these documents on an
annual basis on or before March 1 for data pertaining to theprevious calendaryear.

(1) Carriers must provide written notice within five business days to the Commission ofany instance where
the opt-out mechanisms do not work properly, to such a degree that consumers' inabilily to opt-out is more than an
anomaly.

(I) The notice shall be in the form ofa letter, and shall include the carrier's name, a description ofthe opt­
out mechanism(s) used, the problems(s) experienced, the remedy proposed and when it will be/was implemented,
whether the relevant state commission(s) has been notified and whether it has taken any action, a copy ofthe notice
provided to customers, and contact information.

(2) Snch notice must be submitted even if the carrier offers other methods by which consumers may opt-
out.

The Company's CPNIpolicies include a process to provide the required written notice to the Commission within
frve business days ofan opt-out mechanismfailure that is more than an anomaly. The procedure meets the
requirements listed in Rule M.2009(j).

Section 64.2010 Safeguards on the disclosnre of cnstomer proprietary network information.

(a) Safeguarding CPNI. Telecommunications carriers must take reasonable measures to discover and
protect against attempts to gain unauthorized access to CPNI. Telecommunications carriers must properly
authenticate a customer prior to disclosing CPNI based on customer-initiated telephone contact, online account
access, or an in-store visit.

The Company's CPNIpolicies and employee training include reasonable measures to discover andprotect
against activity that is indicative ofpretexting and employees are instructed to notifY the CPNI Compliance
Officer ifany such activity is suspected.

(b) Telephone access to CPNI. Telecommunications carriers may only disclose call detail information
over the telephone, based on customer-initiated telephone contact, if the customer first provides the carrier with a
password, as described in paragraph (e) ofthis section, that is not prompted by the carrier asking for readily
available biographical information, or account information. If the customer does not provide a password, the



telecommunications carrier may only disclose call detail information by sending it to tbe customer's address of
record, or, by calling tbe customer at the telephoue uumber ofrecord. If tbe customer is able to provide call detail
informatiou to tbe telecommunicatious carrier during a customer-initiated call witbout tbe telecommunications
carrier's assistance, tben tbe telecommunications carrier is permitted to discuss tbe call detail information provided
by tbe customer.

The Company's CPNIpolicies ensure that a customer is only able to access call detail information over the
telephone in one ofthe ways listed in Rule M.2010(b). lfthe customer cannot remember theirpassword, they
are prompted to answer a security question. Neither thepassward nor the security question are based on readily
available biographical information or account information. Customer service representatives are instructed to
authenticate customers over the telephone in all instances except in the case where the customerprovides the call
detail information without the assistance ofthe Company.

(c) Online access to CPNI. A telecommunications carrier must autbenticate a customer witbout tbe use of
readily available biographical information, or account information, prior to allowing tbe customer online access to
CPNI related to a telecommunications service account. Once autbenticated, tbe customer may only obtain online
access to epN! related to a telecommunications service account tbrough a password, as described in paragraph (e) of
this section, tbat is not prompted by tbe carrier asking for readily available biographical information, or account
information.

The Company's customers do not currently have access to their account online.

(d) In-Store access to CPNI. A telecommunications carrier may disclose CPN! to a customer who, at a
carrier's retail location, first presents to tbe telecommunications carrier or its agent a valid photo ID matching tbe
customer's account information.

The Company's CPNIpolicies allow the Company to disclose call detail CPNI to the customer at a retail location
afterpresenting a validphoto ID that matches the customer's account information.

(e) Establishment ofa Password and Back-up Authentication Methods for Lost or Forgotten Passwords.
To establish a password, a telecommunications carrier must autbenticate tbe customer witbout tbe use ofreadily
available biographical information, or account information. Telecommunications carriers may create a back-up
customer autbentication metbod in tbe event ofa lost or forgotten password, but such back-up customer
autbentication metbod may not prompt the customer for readily available biographical information, or account
information. If a customer cannot provide tbe correct password or tbe correct response for tbe back-up customer
autbentication metbod, tbe customer must establish a new password as described in tbis paragraph.

The Company's CPMpolicies allowfor afew w~s to establish a password, all ofwhich ensure compliance with
the above paragraph. Each method also allows the customer to establish a back-up or security question in the
event that theyforget theirpassword. In no event does the Company use readily available biographical
information or account information as a back-up question or as a means to establish a password or authenticate
the customer.

(t) Notification ofaccount changes. Telecommunications carriers must notiJY customers inunediately
whenever a password, customer response to a back-up means ofautbentication for lost or forgotten passwords,
online account, or address ofrecord is created or changed. This notification is not required when tbe customer
initiates service, including tbe selection ofa password at service initiation. This notification may be tbrough a
carrier-originated voicemail or text message to tbe telephone number ofrecord, or by mail to tbe address ofrecord,
and must not reveal tbe changed information or be sent to tbe new account information.

The Company's billing system automatically generates a notification when any ofthefields listed in Rule
M.2010(j) are created or changed. The Company then immediotely notifies the customer through carrier­
originated voicemail or text message to the telephone number ofrecord, or by mail to the address ofrecord



(never a new address) when required by Rule 64.20l0(f). The content ofthe notification complies with the
requirements ofRule 64.20l0(f).

(g) Business Customer Exemption. Telecommunications carriers may bind themselves contractually to
authentication regimes other than those described in this section for services they provide to their business customer
that have both a dedicated account representative and a contract that specifically addresses the carriers' protection of
CPN\.

The Company does not utilize the business customer exception at this time.

Section 64.2011 Notification ofcustomer proprietary network information security breaches.

(a) A telecommunications carrier shall notifY law enforcement ofa breach of its customers' CPNI as
provided in this section. The carrier shall not notifY its customers or disclose the breach publicly, whether
voluntarily or under state or local law or these rules, until it has completed the process ofnotifYing law enforcement
pursuant to paragraph (b).

(b) As soon as practicable, and in no event later than seven (7) business days, after reasonable
determination ofthe breach, the telecommunications carrier shall electronically notifY the United States Secret
Service (USSS) and the Federal Bureau of Investigation (FBI) through a central reporting facility. The Commission
will maintain a liok to the reporting facility at http://www.fcc.gov/eb/cpni.

(I) Notwithstanding any state law to the contrary, the carrier shall not notifY customers or disclose the
breach to the public until 7 full business days have passed after notification to the USSS and the FBI except as
provided in paragraphs (2) and (3).

(2) Ifthe carrier believes that there is an extraordinarily urgent need to notifY any class ofaffected
customers sooner than othetwise allowed under paragraph (1), in order to avoid immediate and irreparable harm, it
shall so indicate in its notification and may proceed to immediately notifY its affected customers only after
consultation with the relevant investigating agency. The carrier shall cooperate with the relevant investigating
agency's request to minimize any adverse effects ofsuch customer notification.

(3) Ifthe relevant investigating agency determines that the public disclosure or notice to customers would
impede or compromise an ongoing or potential criminal investigation or national security, such agency may direct
the carrier not to so disclose or notifY for an initial period ofup to 30 days. Such period may be extended by the
agency as reasonable necessary in the judgment ofthe agency. If such direction is given, the agency shall notifY the
carrier when it appears that public disclosure or notice to affected customers will no longer impede or compromise a
criminal investigation or national security. The agency shall provide in writing its initial direction to the carrier, any
subsequent extension, and any notification that notice will no longer impede or compromise a criminal investigation
or national security and such writings shall be contemporaneously logged on the same reporting facility that contains
records ofnotifications filed by carriers.

(c) Recordkeeping. All carriers shall maintain a record, electronically or in some other manner, ofany
breaches discovered, notification made to the USSS and the FBI pursuant to paragraph (b), and notification made to
customers. The record must include, if available, dates ofdiscovery and notification, a detailed description ofthe
CPNI that was the subject ofthe breach, and the circumstances ofthe breach. Carriers shall retain the record for a
minimum of2 years.

The Company haspolicies andprocedures in place to ensure complimlce with Rule 64.2011. When it Is
reasonably determined that a breach has occurred, the CPNI Compliance Officer will notifjllaw enforcement
and its customer in the required timejrames. A record ofthe breach will be maintainedfor a minimum oftwo
years and will include all information required by Rule 64.2011.


